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-EMORANDUM FOR DEFUTY MIMISTERS AND HEADS OF AGENDY

Raviged Cabipet Directive on Sacurity

X On Oateber 2lita, 1963, Cabinst approved

" Cabinst Dirsotive ¥o. mﬁiuﬂ‘ﬁzoeuﬂty in ths
Publio Barvige of Camada”, whick had been Povized 1w -

 the light of eoxfensive study by the B8scurl ty Panel snd

< by the Gabinet Committss on Sscurdty and Intelligende..

. The Cadinot alsc agréed that explanatory atatemsnts in

rolablon to ghangaz in seourity poliay snd proca
would ba made ln the House of Commons by the Prlime -
Miniater and the Wialaster of Juatica. Thess atatemsnts
wore made on Ockohsz 250h, 1963, at she iptroductlon of
the 1963-6l) entimatas of the Department of Justics. As
a result of suggestions made during the debate, the Primse
Mipister dirsoted that the new instrucbions should 2ot ba
put in written form untdl the debate on thase oaxtimatoes
had been concluded. - _ :

2e¢ Tha satimgten of the Depadtment of Juatice wers
" passed in the Eonwe o Commons on December 13, 196

" withont debate za thoy related bo matters of umf&y.
The P Mininter huas ovnsequently agread thut Cabdinet
Diractive No. 35 mignt now be dlstritutsd for uss in ald
Departnsnts and sgenclew-of the governmant, affegtive
irmadiately, and .eoplas are attached for your retention
and that of your security officer.

3. The moat Important modifications in the pew
Dirastive involve an attituds of such greater franknsaa
With employesa uhau_nnlhbint; or loyalty 1s in doibt,
and provide related prosedures for révieNing such casoe
both within the réspongibls dspartment or ageney snd if
necoasary by a Board of Bavliew composed of membera of
vhe Security Pansl, T

L, in addition 'tw' onpuring the sepurity of clasai-
fied information for which eaoh is :-uf;mme, departnan te
' mnd agencles are now reguired by the Divective — =~ |

{a) to inYorsi applicants and employeow
of ‘the remsons for security 5t
* investigations, and of the dangars
to thamnelves and to the national
security in their attempting to
conconl yelevant information abouk
thomsolvas;

.= 42



(b} ‘%o tell an employde ahout whom
doubt has arisan on securiiy
grounds of the reazons for thal
doubt, Ansolar ag 1s possible
witheut endangering important
cources of sscurity Loformation,
and to give him an oppertunity

-~ to reaclvs the doubidy

{¢) 4f the douby cannot be reuclved,
ts sttempt uwefully to place the
employes in a laca ssnaitive
porition in the depariment or
alasyhers in the public servics;

(a) 4r dimmigsal appears to b the
only pradent recourza, bo have
the case Taviewed and the employaes
inverviewed by the deputy minister,
%o give him a furthex opgn:mniw
to resolve the douvt that haw been
readsad about hin; and

{s) %o wesk the advise of a Bagrd of
Roview as desoribed in paragvaph
17(-::3. bofors o recommeandation for

- dismiossal is mads to the Ministsr
rosponsible.

5. tn addition, mors specific oriteria for mssessing
{oyalty and relisbilily than vere coatained in Cabinst
Directive No. 29 are set out in paragrapha 3 end 6.
Bélated proceduran in paragraphs 15, 16 and 17 emphasize
the necesalty of balancing the preservation aof magurity
againgt the rights and interssts of the individual. !
Comperable procedures with regard to defence indnatry and
certain services related to defence ars %o be admiplzierasd
by ‘the Department of Delence Froductlon in sccordanecs with
a separate dlroctive, es indlcaved in paragraph a7,

6. Daputy ¥Ministera and Heado of Agency, s wall ay
departmental end mgency securlty officora, are reguestoed
to give carsful considaration to the means by which theae
now policlen and procsdures might best be glven sffect In
their various departments and agenciss. Because of the
graater care and attantion tvhat will ks required in their
fmplementution, particularly in the peview of individurl -
onsof, L% ia expscted that a humbar of problens will arine -
which will necessitates discussion and socpultetion, It iw
hoped that, alfter the new Dirsodive has been in effect for
siz months to A year, it will be poascible to arranhge a
copference of departmental and agency gseurliy officsrs %o
datermine the feapibility and sffactivencau of thess now
mensures, In the meantime, any enguirias =8 to interpreta~-
tion end implementation mighs be dlrecied o the Becretary
of tha Security Panel, '

HRe i, Robsrizon,
Secratary to the Cabina%,
Privy founail Office,
Ottt awa. .
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1ng members of the Armed Services and the Royal'Canan1an

‘purposes are inimical to the processes ol purliamentary
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POLICY - o A

1. - Security An the public service or Canada is esseii

tially a part of good personnel adm1nistrallo ;raﬁd_therefoFﬂi e

it is the’ responsihility of: ‘each department a uqngehcﬁ. lhe

security of classified information in the passessiun of a 73=P

department or agency may be placed ‘{n Jeopardj{either hy ner-_}fﬁ'

<<<<<

‘sons who. may be disloyal to Canada. and het systom of Lovorn

ment or by persons who are unreliable becauaem

f defects in’:

their. character.

2, - ' Dmployees in the publlc service of‘Cannda, 1nc]ud

l .

Mounted Police, Wwho are required to haVe access 'to claSblfled1
information in the performance of their dutles must he %
persons in whose reliab1lity and 1oya1ty to his cuunlry thul
Governnent of Canada can repose full confidence. It has

been clearly demonstrated . that such coufidence cannct be

placed in persons whose loyalty to Canadd and ou: system of -

_government is diluted ‘by. loyalty to. any Communist, Iasclatpziiyi’fé

or other legal or 111ega1 polltical organization whose

democracyu It is therefore an ebsanliul o1 'nudlnn ;.uh.'

’;ah:per'm.l Tady

La‘fﬁa'ﬁ_ T tl
5*?‘5‘.{‘““{ .




in aj position where he has access to. c1ass1f£ed Anformation,

.

he must at least. be transferred to a less sensitlve p051tLon

in the public service, It may also be: necessary, where it

appears to the Minister concerned to be in the puhlic

a s1milar naturé and purpose
(b) a person who ny ‘his worda or ‘hi fctiuns
shows nimsé;f'to support a comnyn#sr or 28
fascist nénti or an. organizatinn affiliated
with a communist of fascdst paﬁty and having

h=similan~nature and’ purpose,

(c) a person who, having reasonahle-grnundb to e

understand its. true nature and-purpose, is. a

,member of or supports by hlS wnrds ‘or his

actions an’ organizatlon whiuh hcs'as its

real objective the furtherancc of cnmmun1st
or ‘fdscist aims’ and policies (comnnnjy Kknown

as a front Lroup), -'f ; ‘-’J

-
e

:_{d)'a person who is a. secret agent 01 or an

1nformer for .a foreign power, ar who

deliberately assists any su»h ageut or

informer; - ) .} : ?i:

(d) a parson who by his words nr_hié acttons

\

huws himsalf to snppnv 1n" 3

whlch publluly vr; prltdlul.

:Ipractices the USB“OﬂirG‘
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4. It must be borne in mind that" there may be reason
to doubt the 1oya1ty of a person who at some pr;vious time"‘.
was a person as described in paragraph 3 ahove .eyen_thpugh .
this doubt ‘may not he confirmed by recent info__ Fion About
him, L ;' 'T ;
5. In addition to loyalty, reliabilitywis essential
in .any ‘person who is to. be given access “to claasif1ed infuru3f ‘
mation,’ A person may be ‘unreliable for: a numher of reasons’ .Tr
that do not relate to loyalty., To provide as,mnbh assurance-g
;_ of reliability as . possible persons described tn paragraph 6 -
-l .below may not be permitted to have access to clnssif1v
-information, unless. after careful con31derat:oni t the cir.
cumstances, 1nc1uding the value of - their services, 1t is
judged that the risk involved appears to be Justified
. B, ) The persons referred to in parapraph 5 above are.
(a) a peérson who is’ unreliahle, notlbecﬂuqe he
is disloyal, hut because uf fvaiurus of his
character which may lead’ to 1ndiscretiun or
dishonesty, or. make him vulncrahlc'to black.:
mail or coercion._ Such’ f;atureslmay be
e greed, debt, .111icit sexual behaviour,

drunkenness, drug ‘addiction, mentai

W, !
imhalance, or quch other. aspec t 61 churnutcv
as might seriously afrect h:s xeliauilily,

'(b) a person who, through fumlly u-'ulh;r Close -

continuing relataonship Hl!h ) e Y
i persons as desnrib?d iu pull o UL‘-J... ter |

J | s
|

(e) above, . is iikely to e LuunGéu’ o1 e

oo el . Al Lo SORE

,?f f kncwingly or unknoﬂinplj; R

23 nrejudicial to the safisﬂ : ::qf

Canada.. It s nnt lho klna nl 1‘:|"n,h;p

|1'i a5lyen

| s rgll whether B hlouuf

"’.!I. In.l;,l. qu_.:_- %

which.jsmor prxmuiy ;u.‘j
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degree of and .circumstances surrounding

such relationship, and most parti%ular]y

the degree of 1nf1uence that m1g ht

exerted, which should dictate abjudgement o
as to reliability, a Judgement ﬁhich nust J

be taken with the utmost care- d
(¢) a person who, thuugh in no sense disloyal

or unreliable, is bound by claae

blood or affection to persons livlnL
within the borders of such foreign nations
as’ may cause him to be subjected to

intolerable pressures.

W, In add1tion it must be-recogniatd lhat thexc iy hv'

a serious risk to security {n employing ul* -;miltluy ) ”~'

employed persons “such as- those desc:ibcd da pubuflupig;i.th;:f
above: _ "1._

‘(a) in certain.boéitions~in_fndﬁgtriéaxfirmd and ':i
related-estahlishménts 1&V61V@J'?h’uv -
engaged upon the product1on or’ study of
classified defence equipment Nhfch requiros
security protection' or -Q??

(b) in positions in govprnment organlzat1nns

‘hengaged in work af a na1ure vital to the
naticnal security .which, althoug;-they do -
not. normally involve access to classified

1nformatlon, may ‘afford fheir 1ncumbents
,r-:[

opportunities to ‘gain - unéuthar :nccess

to. such informat1on. ;

_tion abuu% a’ person to
N Ly .
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judgement, it must always be borne in and lhﬁf, whi]c Lhe
interests or the natlonal secur1ty must take ptccgdcnue

where there is a reasonable doubt, the'aateguardinb ol the

interests of the individual 15 also essenthf
* |

tp‘the.prcf
servation of the society we seek to proteul glﬁformAfiou

beaping on the security status of an emplugce riil b

treated as confidential,
PROCEDURE

9, . ‘The following procedures by which tnis'policy is.

to be implemented are designed to provide that the most

careful screening possible be given, partzcularly to petsuna

who will have access to highly classified Lnformatlon. 11[-'z A
is the cuntinuing responsibility of each guvernment depart e
ment and agency ‘to ensure that its sgcnrity ten@ins ynima
paired, - . o
10, “Information about persons who are'bédng cnnsidcredef
for access to classified information must be obluxnud at

least from the persons themselves, from ref;reua Hamud hy lhb “'-@;

_persons, and fron investigations conduuted by uulhullzLd

-investigative agencies. Departments and agnncies w11l 1atorm

persons who are being considered fof access to clabﬁixied AP
| CE S
information of the reasons for seeklng'hackground |nformalion e
e W
about" them, and to explain.to “them the dangersute themselves .-

as well 's to the national security in!lhelr.attemptznb tu
. .. ; : L ¢ ;

degree offconridence that can be reposed in them.

11. ;"The functibns nf an 1nveatigatlve EéEHOY are 10
. -._:11" R :

conduct Lomptly and efficiently such:;: %y aﬁionu3a3'hni

requeste 1by departments or agencies 10 ani tﬁém;fn

determining the’ loyalty and reliabiliﬁy of . 1h¢ quhjenf Ly

M

'inveatigatlon. and tn inrnrm depa:tm 1t, i gen51é§ierfthé

'f.their investigations in t1 rg;n



rr,

-of a security clearance will be delayed until the douht haz

B

in which. the sources have been. carerully evaluated as to the

reliability of the Iinformation they have provided

&
12, : On the basis of thesé reports and s

iother per-

tinent information as has been obtained from t‘--peroon

concerned, from ‘the character references whioh;he has given‘
'L.
and from: such other sources of information ae may have been’

utilized the employing department or agency w111 arrive at -

a considered judgement of the person'o loyalty and reliabiiity,u

‘and of the degree of confidence that can be reposed 1n ‘him lo

carry out safely and efficiently the. duties to be perrormeu f_
13, If a favourable determlnatlon is madeﬁ Lhe depart.. o
ment or agency may grant a security cloaranoelgo 1he level | i
required for the efficient performance of thcrdubies of the_f;rife
position concerned If, on the other hand, thare 1s in the
Judgement of the deputy minister of the.department or the

head of- agency concerned a reasonable doubt as to the degre

of oonfidenoe which oan be reposed in the subject the Lranring;J

" ‘been resolvvd to.the satisfaction of the deputygminisler br the {"

head. of agency. ' 'i‘“"
14, Where an applicant for employment 1n the public
service, aa opposed to a ‘person’ alreadw employed is being _U'ﬁ'

considered for appointment to a position :equiring aoceds 107

".I “'.
classified1inrormation and doubt has arisen a'f

3uitability for such accese, the following co

i ]
may be faken with a view to resolving that doubt'
(a} further apeciric investigatlon mdy be
o requested of an authorized inVestiga- b

tive agenoy, or

(b) the department or: agency muy ut
E "1.
T time seek the advice of hhe inre

partmcntal Security PaneI. .
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(-

“the doubt.

15,

service, and a doubt has been raised as to”hié sult;
to have access to classified information, lhe bocm

officer of the.department or-'agency must lahe buch

.

as is necessary .to preserve security and may tako {

of action referred to in paragraph 14 wilh u:vicw T

ing that-doubt Should these actions faxl ln 1'eso
doubt, or appear to the’ department or JL\hbJ Lu e
pedient under the circumstances, the assiatdnce of

employee hinself shall .be sought in an attempt to r

A senior officer app01nted hy th

minister or head of agency shall, after 1ppropriate

tation w1th the 1nvest1gative agency or ulhgr >ou1c

informatlon which’ raised the doubt, lnl@lVItw 1hv 5

public
nhility The
Ly

1ctivng

.J courses |
(Y n.su.lv-
u'.' the

hnea

the
=eolvc._

y
consul.<

e of the . -

and inform him,.to the fullest extent thal 1s“pns~|

without jeopardizing 1mportant .and SCHoIlIchbﬂultu

securlty the reasons . L

i

1nform1tion, of dnuhl,

give the employee an opportunlty to resolve lt.tu 1

.'

Should none of" the courses set nut_

16, 'n par

15 above result in a satiafactory resolutlon or dou

cerning a Lovernment employee, the. rcepuns1hle dnpl

tentatively'

or agency or elsewhere 1n In\

p‘ull lic
R

serv1cef uith hua knuu‘es-r-,“u i

bb jecr |

agx,‘z_xph"“ '
bt curn.-

lment

al l',. take v

niishall F L

heview: -
K :

Fiining
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(b) 1if appoinfment elsewhere is not pUSS]ble,
whether he should be asked to resign his .
position in the department or 4nency- or
(c) if he refuses to resign, yhether 4 ¢ should
be recommended to the Minister responsible
that the person be diSmissed Flom the
public service, :
17, Should the department docide thul ai quummcnddlluu '
for dismiasal should be made, no actlon ehalj bL ‘taken on
such recommendation untils - : .
(a) the deputy minister. or head of. agency
has personally made a complete review
of the case, and has himselr 1nterv1eWed
the employee 1n.questlpn, in a £urther
attempt fp EesolQeleny reasdﬁeﬂie?deebt
as to his trustworthiness' .:?f:
(b) the employce has been adviaed, to the

fullest extent possible wtthout JeupaP

) \/dizing important and sensitive snm-ces
C?
ﬁZ?, ©of security informatton, why doubt coun-

57 ag%ney, and failing a satisractory reso-
,IZ? ”‘_ lution, : e “fif%
f\(c) the advice-bf'; board orfreviewﬂbrawn;rrnm- SN

the Members of the Secufity Foneils has been

sought on" the basis -of ai] \ﬁk“?ﬁ?ormatibu:

av;ilableJ (The bOurJ 0y x..1ru Shdll Lbu—

sist-of the Chairhan aud af
members of the: Se_c-;lr' i ty aina
y F RER

]
o IR R
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- proviso that no member who ‘is directly
concerned with the case shall aif as a

member of the board )

P
1 7 3 ' ; )
?%} 18, . In arriving at a final decision as foTwhethor to
l g
Ia*;g/ recommend to the Govermor in. Council that an employee be
W i i
,iff dismissed ‘on grounds of socurity, the Minister'reSponbtble
}b;_',.( . B
v
Py will take into account all of the relevant information and

. advice that has been prov1ded but the M1nlbier is not hound

to 'act on-such advice.

19. The numbers of all persons who for security redaw

sons are- removed from eliglble lists by the Civil Service
‘Commission, or are in one way or another refused access to
classified information by departnents or agencies 101
security, reasons, will be sent quarterly to the bec1otary off
the Security Panel in order that the Panel mwy from tlme ro:f
time review the number of persons or. the type of case
involved, and assess the extent of the'secuxity problem in

the public sérvice, ' The figures provided bhuuld be hzoken

down -in the following general categories. pu:sdns dl:mlsatd e

persons permitted to resign, persons lPanbthled'Iu Gun-

persons who are no 1onger given access to clasalfied 1nrormi._

tion because of a change'in duties or other 81m11ar udmlnl\!ln i

tive.reasons, ' ' ZT'“

20; ; It is the responsibility of each deputy head, nr

head of an agency, “to nominate a compn{cnl J:nJOa uFr)equ Q?hn[
v preferably the Senior Personnel orric»e 'y 1 :

efricer, ‘and to- notify the Secretary ol

- of the appointment and of any suhmenn n rhi

30 nominated 'shall e cloared for seo ﬁltfjﬂn
the procedurea set.. out in para"raph ”oii] R (N
il e
Y
|
..I

ot S k.
b1 1-..
Erl i
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23, ] when it appoints to a deal(

«»10 -

s0 named will be responsible to the deputy head:or head of
an agency.for ensuring. that all reéulatinns beintivc to
security are carried out Within the department or agency.

It will also be the responsibility of the departmontal
security officer to maintain close liaison. with the govern.,
ment agencies responsible for security poiicy and proceduxes.
It is important that wherever possible sccuzlly officers '_
should be persons’ who' may he expected ‘to continue their work
over a long period of time, since effective security is
difficult to maintain without consider1b1e experience in a

speclalized field,- B

METIIODS _

21, _ Security screening of applicants tohiho’public
service will be initiated by the- ClVil SLrv1cc anmissxon
or by departments and agencies in the case. nI persnnf nut
employed under the Civil Service Act, :whcrx ptl\UH\ YU ,_'

employed in -a department or .agency are to be Liven access o

classified information, security screening wlll be inxt;nloui

by the- department or agency cbncerned]

22. : When it appears necessary on security gruundq Loy

the Civil Service Commission to reJect an apb jcun . or n:'nt:
candidate for a pos1tion 1nv01ving access t iaﬁ%lfled 1ulu;-f-
mation who is already in the public employ,ltheICnmm1551on

will when ‘appropriate consult with the lntorested departn.ntl

in order to reach a Joint agreement aa to what nc1iun Moy

finally be taken, bearing in mind the - ract lhai the ull)h.ﬂﬁmlz'”'-

responsibility for security rests with tie uepnrtm-ut,

has'been;the subgect of a security Ylaines
Vice:Comnission will send fofward‘ro lh»-
pertinent information nnu documelxa. J

security screening. A: Fiy k o, i
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24, A person to be appointed to 'a permanent position:
in the public service will not normally be*mndegtho subject
of seturity screening for' this reason‘alone.,uunt wheneverj,'
a person .to be appointed to such a position is, in the
opinion of the deputy mlnister or head ol ugency concerned ;
likely to be required eventually to . have aecess to cinssin
fled 1nformat10n, ‘that . person shall hefore bcing given a
permanent appointment, be  made the sub ject of a fingerprint w‘;l
and file check if this has not already been Hone, I
25,. Within the policies ‘and procedures set out above, :
a security assessment and clearance w111 be made by the

1.;._

following means. These represent security 3 lierta and

.methods which are - consistent with present lnvestxkut1Ve
services available interdepartmentally. lhey'ure M mu - _nff

standards and do not limit in any way thu rnghl ul fthe

armed fnrces tn conduct field checks,,thruuph ihelP own”

resources, of personnel employed wiih or on,uvhall uf th

Department of Nat10n31 Defence.

(1) Persons to_have ‘access to Pn;
_matlon ] s q

Before .a person is employcd in a ph

tion requiring access to xup hee_vl

1nformation he must be thp euhgect vl “lffr
an investigatlon in the field’ h;-nn i ,;ﬁu'
approprlate-1nvest1gat1ve.4gency,-h:s

name must be- checked apalnsL the sub-_

versive records of th- h.‘ 1‘u1lu;;:

‘and he must be the 5un|u\1 we AR 0

1=t .

priat. check by the ’LG, u

prOLcdlu‘(‘ﬂ FEPR T W l‘lilu' nLr. i

i
..‘I
e
|

{



en

(11).

(111)

. mation . . R T

Persons to. havn access to Sucxet Julorna~
tion .

(a) Before.a person is embibyedfin.a posi-
tion réquibing;aqcess 1o.SéurcI,infurmhliuu
his. name must'be'checked‘agéimﬂbthe subver-
sive records of the R. B M. P011ce, and he
must be the subgect of a fxngerprlnt check
by the R,C.M, Poliqe. Bqth thesggprocpdqres

are mandatory. N

(b) When the'Chairman'of:tﬁe 6fvi1'5er§iée
Comm1551on or the deputy’ head of a depart<
mext or agency, or a security ofxicer
appointed by them, cons1ders that 1ntorma~
tion provided- by the means ‘set out in
paragraph 25(11)(3) may be cldrifled by’ anl

1nvest1gat10n in. the field or . that buch an

I *

investigat:on is necessary ta aa;iafy h1m
| -

as to an applicant's or employae's 1oya1ty

and reliahility, he may request thdt an
inguiry be'made of a peréon'b back1lound Ly,
a-field’ invest1gat10n to:be carriod vut by
an approprlate investigathe agcncy. Where
it appears that requests from a dcpurtment
or agenocy dealing with the R.C, M.IPoliue as
the 1nvestigative agency. exceed.what seems :
to be a hormal requiremept the R C M. Pul;nu
may ask thg.Security;Paﬁkl.to‘a;lqt ‘
priorities, -~ - '-; ' :-jf'“ﬁ

Persons to have access tu Lonfidentldl lnru:-i

Before. a person is mekn,h1 {'

must be tha bubjcbt ul & fin;

'the R Loy H. PQJLLS. P R ol

g ' S NI
are mandaﬁaty. pe Pl
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(iv) Responsibility‘for grantinpg clearances

The deputy head of a departmeat or irency
will be respongible for gr;ntiné or with.
holding a security clearance and will
assume a confinu{ng respons1h11ity for a
person's access to Top Secret, beuret and

Confidential information,

26. In addition, departments and agencies are reminduz
that personal consultation with'the refbrences:iistvd By the
employee in his Personal History Form may puov1de usclul
supplementary information abnut th characl.p r.i Rtlc!nnu;,
should therefore’ be consulted personally whun ir upptars
that a use}ul purpose would he sorved by ﬂu dulng,

27, _ Comparable procedures set forth in pav graph 24,
except those relatlng to F1ngerpriniing, apply equally to‘
persons employed in defence xndustry (and cextuln serV1ce5

related.to defence) who may be required to have access tu -

classified’informat1on which is “the properiy of'the Govern. o

ament of Canada or for the security of which the government

is. responsible, In defence: industry (1nd curtu1n services
related to defence) the procedures will be udmln1qle|eu by
the Department of Defepce Production 1n_accord§nce wnth-a

separate directive relating to security in deféﬁée.induéiﬁyu




